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Abstract

The objective of this study is to survey on the information system threats of listed companies in stock
exchange of Thailand (SET). This research collects information from 335 companies. From the survey, the
rank of information system threat from high to low can be caused by (1) entry of computer viruses,
(2) deliberate software attacks, (3) access to system by hackers, (4) phishing, (5) problems with the software,
(6) accidental destruction data by employees, (7) accidental entry bad data by employees, (8) deliberate acts
of trespass, (9) deliberate acts of sabotage or vandalism, (10) deliberate acts of information extortion,
(11) force of nature, (12) human error/failures, (13) unauthorized access by employees, (14) technical
hardware failures or errors, (15) dumpster diving, (16) technical software failures or error, (17) account or
service hijacking, (18) compromises to intellectual property, (19) deviations in quality of service, (20) internet
misinformation, and (21) technical obsolescence. The information system threats can cause problems in
many ways. Knowing the threat that causes the problem, the responsible personal can find the way to handle

the problems and help teaching the staffs within the company for the best benefits.

Keywords: Threat, Information security, Stock exchange of Thailand
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